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Manipulation methods:
- Face swapping
- Face reenactment
- Entire face synthesis
- Face editing
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Introduction

Challenge: generalization to unseen manipulations

Training dataset Test dataset

Classifier

—

Fixed set of manipulation methods Unseen manipulation methods

M = {mi,mz,...,mu} U={u|ug¢ M}
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Spatial clues

Photometric inconsistencies Blending artifacts




Introduction

Temporal clues

Facial attributes

Biological signals
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Image-based methods: 100
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H. Zhao et al., “Multi-attentional Deepfake Detection” (CVPR 2021)
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Image-based methods:

- Multi-Att
- Face X-Ray

IB:background face

correction

I : foreground face

ff Deformation

I background face . AR & Blur

M: final mask

Initial mask

Landmarks of Iy

B: face X-ray

L. Li et al., “Face X-ray for More General Face Forgery Detection” (CVPR 2020)
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Video-based methods:

RealForensics
FTCN
TALL-Swin

Stage 1

cross-modal self-
supervised learning

temporally
— dense video
representations

Stage 2
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Introduction

Video-based methods:

- RealForensics
- FTCN
- TALL-Swin

Real |
/Fake |

Position .
Embedding

*Extra learnable
class embedding

Features at
different time

MLP
Head

Temporal Transformer Encoder

TTLEL

[ Linear Projection of Temporal Features ]
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Introduction

Video-based methods: 0|1(2]3

, Frame Sequence
- RealForensics

- FTCN

- TALL-Swin
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(a) Thumbnail Layout (TALL) (b) Feature Map

Y. Xu et al., “TALL: Thumbnail Layout for Deepfake Video Detection” (ICCV 2023)
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State-of-the-art methods:

- Image-based methods cannot spot temporal clues.
- Most video-based methods do not explicitly track facial movements.

Our approach:

- Video backbone to detect temporal inconsistencies.
- Leverage face alignment to track facial movements.
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Our approach

Spatiotemporal face alignment (SFA)

Real

Unnatural movements

Fake
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Our approach

Motion heatmaps

Temporal
aggregation
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Our approach

Encoding motion direction

2 channels
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Our approach

Baseline / single-task

Non-overlapping cubes

Input frames
CxTxHxW

Zhixi Cai et al., “MARLIN: Masked Autoencoder for facial video Representation LearnINg” (CVPR 2023)
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Our approach

Multi-task

Transformer encoder 0.,
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Experimental results

Train dataset: FaceForensics++

Original Deepfakes

FaceSwap
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Experimental results

Test datasets

Celeb-DF

DeeperForensics

FaceShifter
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Experimental results

Baseline / single-task

Transformer encoder 6.,

Position + token
embedding

Layer Norm

Input frames
CxTxHxW

Classification
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Video-level AUC (%)

Real

Cross-dataset
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Method Avg.

Fake

Class

Baseline  87.17 78.45 99.55 98.50 90.92
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Experimental results

Multi-task (1 motion channel)

Transformer encoder O,

Position + token / N\
xK

embedding B i aniaac

Non-overlapping cubes
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Input frames =
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Video-level AUC (%)

Method Cross-dataset Cross-manipulation Ave,
CDF DFDCP FSh DFo

Baseline  87.17 78.45 99.55 98.50 90.92

M=1 89.70 79.84 99.82 99.17 92.13
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Experimental results

Multi-task (2 motion channels)

R Video-level AUC (%)
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Experimental results |
Video-level AUC (%)

Method Cross-dataset Cross-manipulation i
CDF  DFDCP FSh DFo
” FWA 69.50 - 65.50 50.20 -
38 PatchForensics ~ 69.60 - 57.80 81.80 -
% Xception 73.70 - 72.00 84.50 -
S CNN-aug 75.60 - 65.70 74.40 -
o Multi-Att 75.70 - 66.00 77.70 -
g Face X-Ray 79.50 80.92 92.80 86.80 85.01
- SLADD 79.70 - - - -
CNN-GRU 69.80 - 80.80 74.10 -
§ LipForensics 82.40 - 97.10 97.60 -
< ISTVT 84.10 74.20 99.30 98.60 -
GE’ FTCN 86.90 74.00 98.80 98.80 89.63
o RealForensics 86.90 - 99.70 99.30 -
S5 AltFreezing 89.50 70.91 * 99.40 99.30 89.78
=~ TALL-Swin 90.79 - 99.67 99.62 -

SFA (ours) 89.52 80.58 99.84 99.24 92.30




Qualitative results

Baseline

Multi-task
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Conclusions

- Face alignment improves deepfake detection

- Accurate detection of temporal artifacts
- Increased attention to more relevant facial regions

Future work

- Generalization to future manipulation methods
- Interpretability with pseudo-fake generation techniques
- Localization of manipulated regions
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