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Manipulation methods:
- Face swapping
- Face reenactment
- Entire face synthesis
- Face editing
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Challenge: generalization to unseen manipulations
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Image-based methods:

- Multi-Att
- Face X-Ray

9H. Zhao et al., “Multi-attentional Deepfake Detection” (CVPR 2021)
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Image-based methods:

- Multi-Att
- Face X-Ray

10L. Li et al., “Face X-ray for More General Face Forgery Detection” (CVPR 2020)
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Video-based methods:

- RealForensics
- FTCN
- TALL-Swin

11A. Haliassos et al., “Leveraging Real Talking Faces via Self-Supervision for Robust Forgery Detection” (CVPR 2022)
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Video-based methods:

- RealForensics
- FTCN
- TALL-Swin

12Y. Zheng et al., “Exploring Temporal Coherence for More General Video Face Forgery Detection” (ICCV 2021)
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Video-based methods:

- RealForensics
- FTCN
- TALL-Swin

13Y. Xu et al., “TALL: Thumbnail Layout for Deepfake Video Detection” (ICCV 2023)



Introduction

State-of-the-art methods:

- Image-based methods cannot spot temporal clues.
- Most video-based methods do not explicitly track facial movements.

Our approach:

- Video backbone to detect temporal inconsistencies.
- Leverage face alignment to track facial movements.
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2 channels

Encoding motion direction

V. Choutas et al., “PoTion: Pose MoTion Representation for Action Recognition” (CVPR 2018)
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Baseline / single-task

Zhixi Cai et al., “MARLIN: Masked Autoencoder for facial video Representation LearnINg” (CVPR 2023)
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Multi-task



Experimental results
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Train dataset: FaceForensics++

Original Deepfakes FaceSwap Face2Face NeuralTextures

Face swapping Face reenactment
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Test datasets

Celeb-DF DeeperForensics FaceShifter
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Baseline / single-task

Video-level AUC (%)
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Multi-task (1 motion channel)

Video-level AUC (%)
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Multi-task (2 motion channels)

Video-level AUC (%)
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Qualitative results
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Conclusions
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- Face alignment improves deepfake detection
- Accurate detection of temporal artifacts
- Increased attention to more relevant facial regions

- Generalization to future manipulation methods
- Interpretability with pseudo-fake generation techniques
- Localization of manipulated regions

Future work


